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Megumi Takeshita, ikeriri network service
a. k a. packet otaku since first Sharkfest
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Founder, ikeriri network service co.,ltd
| am network troubleshooter and
debugger using packet analysis.
Wrote 10+ books of packet capturing
Reseller of Riverbed Technology (
former CACE technologies ) and
Metageek, Dualcomm etc. in Japan
Attending all Sharkfest and first
translator of QT Wireshark into
Japanese ! BAREIAV—v—0 &5



Wireless troubleshooting TIPS
using AirPcaps: DFS & Module
Debugging »

 Now | talk about 20 TIPS
and troubleshooting
INn wireless environment

 AirPcap(s) Is necessary for §
debugging in Windows
environment.

* Please ask me if you have some question.




#1 Collecting host / AP info (Windows)

* “netsh wlan sh all | more *
Driver description
Driver version ( Important)
NF file name
nterface name
MAC address
SSID / BSSID
authentication/encryption
Channel / speed /signal
« Demonstration




#1 Collecting host / AP info (10S)

Setting>General>Info o o
“MAC address”
Setting>Privacy>Location ...~

If “disabled” and no carrier ,\
setting may causes i
randomize o
MAC address (i0S8)
Setting>Wi-Fi

SSID / IP address / mask / gateway / DNS...



#1 Collecting host / AP info (AP Side)

FHEE (EETR)

SSID / BSSID / Channel /
Channel bandwidth
connection speed/mode
encryption type / SSID etc.
Also check the controller
settings ( If user use ), .
Short Guard Interval 20~ paEIIIOR
and Greenfield mode (High "
Throughput ) are not supported
by AirPcap series.




#2 Collecting Baseline of network
Latency and lost .

of Ping command
tracert and pathping
netstat —a | find "LISTEN"

Iperf ( throughput test )

o ] ITF O - olEN

e Demonstration

ithm




#3 Choosing Physical header type

Type

Radiotap

PPI

Packet

= Radiotap Header w0, Length 26
Header revision: 0O

Header pad: 0O

Header length: 26

Present flags

MAC tCimestamp: 297237576237288344
Flags: Ox00

Data Rate: 1.0 Mb/s

Channel frequency: 2427 [BG 4]
Channel type: 802.11b (0Ox00a0)
S5I Signal: -41 dBm

S5 Noise: -83 dBm

Antenna: O

551 Signal: 42 dB

———— mme —" —

[+

[

3]

= PPI wersion O, 37 bytes
Version: O
® Flags: Ox00
Header Tength: 32
DLT: 10%
= E02.11-Common
Field type: 8072.11-Common (20
Field length: 20
TSFT: 27056577967
mFlags: Ox0Q001
Rate: 1.0 Mbps
Channel frequency: 2467 [BG 12]
®H Channel type: 802.11b (0Ox00al)
FHSS hopset: Ox00
FHS5 pattern: Ox00
dBm antenna signal: -61
dBm antenna noise: -94

We can capture wireless frames as 2 kinds of frame
format in Physical layer using AirPcap and Wireshark




#3 Choosing Physical header type

Type |Radiotap PPI
GOOD |+ Easy toread, simple « Extensible format
* Fixed format future info 11ac, etc
« Easy filter * Includes multiple
radiotap.dbm_antsignal antenna information
BAD « Cannot collect multiple |+ Hard to read, complex

anntena information

* Long filter
ppi.80211n-mac-
phy.dbmantO.signal

« RECOMMEND Radiotap in 11a/b/g/n(20MHz)
* Demonstration Wireless toolbar> setting




#4 Using AirPcap(s)

* Using multiple AirPcaps
tell us a different discovery
of target devices
(multiple channel info)

* We can use different PC
with an AirPcap capturing
specific channel
(then merge pcap files)

* Trying 3 times or more
sometimes AirPcap could
not capture the packet.

10



#4 Using AirPcap(s)

setng | Offset -1 Offset 0 Offset +1

Channel | Main Channel 5+ Sub 1 | Channel 5 Main Channel 5 + Sub 9
1+5(40MHz) (20MH2) 5+9(40MHz)

802,11 Channel: (2432 [BG 5] |+ (Channel Offset: |0 w | FiC

Mo, Tirme Source Destination
|

802,11 Channel: |2432 [BG 5] |+ Channel Offget: -1 | FCS

802,11 Channel: 2432 [BG 5] |+ |Channel Offset: |+1 |« F

Ni_ — _T‘I’L‘E_ _______ S .?':'E.E__--_QTEFL@PE, Mo, Tirme Source Destinatic

Setting

All Frame Valid Frame |Invalid Frame

FCS Filter: All Frames W FCS Filter: Valid Frames | » FCS Filter: Inwvalid Frames | w

« Demonstration

11



#5 Filtering packet in rough
* Wireless trace file is big,

Connected wireless trace files are huge.
« Using Statistics>WLAN Traffic
IS the best way to filter packet in rough

A Wireshark: WLAM Traffic Statistics: AirPcap USE wireless capture adapter nr 00 - o IEN
Nebwark Cverview
BESID 4 Ch. 4 551D A
Luyile, vu.Je, ra FUFUL/YOFOd S FL S I FL I AL F OIS FLASFLIAJULUCOUFULLFUFULOFOISFL A FAFLIIFIISFLISFLIIFOI

HonHaiPr_58:8d:ed & ACDIBESBSDER-2G

2fa2:el:7e:67 a1 & AirMac Apply as Filter '
i [ 3 »
Apple_65:1eic & AirMac Prepare a Filter Selected BSSID
feufh:Ba:a5:13:11 B i Find Frame 4 Not Selected 4 SSID
gL ™A Colorize »| - and Selected | BSSID and SSID
Riuffala A1001:11 A Airlan —or SE'ECtEd » BSSID or SSID
--- and not Selected 4
Selected Metwaork - or not Selected 4
Address “~ % Packefs 4 Data Sent 4 Data Received 4 Probe Req 4 Probe Resp ¢ Auth 4 Deauth 4 Cther 4 Con

54:9d:0c:8e:ae: 20 | 0 0 0 0 0 0 1

cd:ch:bb:86:ab:e2 I a a 0 (] (] 0 1

Name resolution [] Limit to display filter [] Only show existing networks

Help Copy Close



#5 Filtering packet in rough

* Once filter, or Mark packets or something,
then File>Export specified packets.

 |teration of exporting trace file,
we can go back, look up the 10 Graph, filtered
packets at the moment.

« Small trace file Is also good to open and read

]y testtt. pcap 2011/06/10 14:12  Wireshark capt... 116,212 KB
" tesbwlan20011.pcap 2011,/06/09 14:26  Wireshark capt... 42,244 KB

« Demonstration



#6 customizing summary pane

Summary pane is the first chance to find the
Important packet
Choosmg field, rlght click to Apply as Column

[
Bug_31: 34 f6 Matsushi_94:9f:1e ARP 10.

Type/Subtype ... absolutely Apply as Column
Channel / RSSI / SigStrength / TX Rate ...

14



#7 customizing coloring rules
 typical troublesome packet

Deauthentication from AP or from Client
wlan.fc.type subtype==12

Disassociation from AP or from Client
wlan.fc.type subtype==10

A Wireshark: Edit Color Filter - Profile: Defz M

Wireshark: Edit Color Filter - Profile: Default =
Filter

Filter
WE[g =Ml O eauthentication

W Elggl=Hll ['isassociation

String: wlan.foctype_subtype==12 String: wlan.fc.type subtype==10

Expression...

Digplay Colors St Display Colors

‘Foreground Color, .} Background Color... [

Status
‘Foreground Color...: Backqround Colar... [ | Disabled

(9] 4 cancel



#8 Setting WEP Key

 WEP decryption in Wireshark is easy.

* Any AP, any Client
any data frame can
be decrypted

If the key Is correct

A Decoryption Key Managemeant

Decryption Keys
Wireshark | v Select Decryption Mode

Type < Key 1 SSID
WEP 77657031323877657031323877

oK Apply

Type
WEP

Mews

Edit...

Delete
Up

Dioam

Add Decryption Key
Modify Selected Key

Key
¥ ?65}‘[]313238??65?0313238??|

Ok

Cancel



#8 Setting WEP Key

« Remember to enter the key in ASCII format
wepl28wepl28w
7/7657031323877657031323877

A wepl28connect.pcapng

Elle Edit Yiew Go Capture Analyze Statistics TE\Ephuny Tools Internals Help

Protocol
802.11
802.11
802.11
802.11
802.11

CedR i BEXZ Qe TR||BE Qe D @B\ ik

Filter: v | Expression... Clear Apply Save

802,11 Channel; | v [channel Offset; FCS Filter; |All Frames Hone v | Wireless Settings... Decryption Keys..,

Mo, Time Slgstrangth Tx Rate Type/Subtype Source Desztination
0.000000 .0 Probe Request :18:78:4b:1h:es £ :FF:FF:FF:FF:FF
0.242370 775 1.0 Probe Response 100:cc:e3:c2:79 28:18:78:4b:lb:es
B.062728 -44 1.0 authenticarion :18:78:4b:1lb:es 00:90:cC:e3:c2:79
6.063008 -771.0 authenticarion 1cCie3:c2:79 28:18:78:4h:1b:el
B6.065555 -451.0 association reguest :db:lbzes 00:90:cc:e3:c2:79
6067455 -0 association response 9 238:18 b:lb

o

L080121 . Data
L 081110 —44 54.0 Data

o
o

Frame 7: 398 bytes on wire (3184 bits), 398 bytes captured (3184 bits) on interface 0
Radiotap Header w0, Length 26
= IEEE 802.11 pata, Flags: .p..... TC
Type/subtype: Data (0x0020)
Frame control Field: Ox0841
L000 0000 0010 1100 = puration: 44 microseconds
Receiver address: planexCo_e3:c2: 79 (OD 90 ccrel:
pestination addres:
Transmitter addres : t18:
source address: Microsof_db:lh:es (28:18:78:4b:1 :
BSs Id: Planexco_e3:c2:79 (00:090:cc:e3c2:7a)
ceie e .... 0000 = Fragment number: O
0011 0001 1000 .... = Seguence number: 792
= Frame check sequence: Oxaeb20313 [correct]
[Good: True]
[Bad: False]
£ WEP parameters
Initialization vector: ox35068d
Key Index: O
WEP ICV: Ox0403d5d8 (not verified)
= pata (336 bytes)
Data: <BB3eFdlal0lé4782bIcdcB281d82dé1362hef63b406713Fd. ..
[Length: 338]

0000 00 00 1a 00 &F 18 00 00 of f9 3% hé 01 00 00 00
0010 10 6< 6C 03 <0 00 ¢4 a3 00 31 08 41 2<¢ 00 00 90
0020 <C 83 <2 79 28 18 78 4h 1h &5 £f ff ff ff ff ff
0030 80 31 35 06 8d 00 <8 88 7d la 10 16 47 82 h3 <d
0040 CE 28 1d 82 oo 13 82 be T6 3b 40 &7 13 fd 17 Ei

Anen 22 0% cm fa nE 33 om  Fo Bo .4 - €2 oE an

014 i *C:¥User s¥megurni¥Desktop¥wepl 28connect.pcapng” 1894 bytes -+

Packets: 0 - Displayed: 9 (100.0%)

802.11

802.11

+ Load tim

A

wepl28connect.pcapng

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

©e 48
Filter:

802.11 Channel:

No.

0@ s

Time

BEEXZ ¢« T LB QacaB @aEmsx% &

« | Expression... Clear Apply Save

Channel Offset: FCS Filter: |All Frames Wireshark |v | Wireless Settings.. Decryption Keys.

SigStrength TX Rate Type/Subtype Source

Destination Pretocol  Info

0.242370 Probe Response [ 802,11 Probe Response, S

6.062728 Authentication 2 802,11 Authentication, SM=790, FN=0, Flags

6. 063508 Authentication o 802,11 Authentication, SN=3853, FN=D, Flags=.
6.065555 Association Regquest 28:18:78:4hilb:ies 802,11 Association Reguest, SN=791, FN=O, Flags
6.067455 Association Response 00: 3:c2:79 802.11 Association Response, SN=3861, FN=0, Flag
6. 075165 pata 0.0.0.0 355.255.255.255  DHCP  DHCP Discover - Transaction ID 0x5Fhocdsd
6. 080121 pata 0.0.0.0 255.255.255.255  DHCP  DHCP Discower - Transaction ID 0x5Fb&648d
6. 081110 pata feB0::003:7129:43d FF02::16 ICMPV6 Multicast Listener Report Message v2

Frame 1: 103 bytes on wire (824 bits), 103 bytes captured (824 bits) on interface 0
radictap Header w0, Length 26

File:

EEE 802.11 Probe Reguest, Flags: ........ c
£ 802.11 wireless LAN management frame

" Ci¥Users¥megumi¥Desktop¥wepl28connect. pcapng” 1894 bytes - | Packets: 9 - D\sp\ayed 9 (100.0%) - Load time: 0:00.000 Profile; WLAN



#9 Setting WPA/WPA2 Key
 WPA 1/2 needs both Passphrase and SSID key

iInput in alphabet format. (or PMK 256bit Hex )
The difficulties lies in EAPOL 4-way handshake.
The complete 4 packet of a series of handshake
IS necessary for decryption.

Note some Windows and IOS use the cache
Information of the past connection to the AP,

In this case, “ AddDeayptionkey -

decryp“On fal IS. Type Passphrase SSID

WPRA-PWD | v | wpaZaespsk wpaEaespsld

(0] Cancel



#9 Setting WPA/WPA2 Key
* Please note the complete 4 way handshake

« Key/SSID wpa2aespsk

wpiadGannectpoapng

Yow Go Cptie gradae Sranimcs Toehosy Ioos [nterwels Hap
cedm IXJ Qe ST caam @Emx o

Fites

o e 152 208,100, 2347

 Wet-gCT (ume ECH-Capstle Transpartd)

& WitFerint oo Shrocen Fietd: babs (o5cP Oxon: pefaults Ecus O
h

&7 (a7

e
rap pracosol CReque
e type: poot Aequest (1)
Nm\.m tope: Exnerner ()
Tangen,

: oxedLinTal

000, aroadcase Flag (oraaskase)
6.0.0.0 (0.0
00 00,00

AT i pomatn ane
eraifier

) Farumstor paquazt L1st

&

00 00 00 08 00 45 4 G 63 5F 07 00 00
i3 53 06 03 00 03 fF I TT £7 0044 00 43
o 90 sd 10 17 £ Ga in 50 00

Frame {433 byical D

© 8 Froms raeva), Backit: 12 - Dipioned: 12 (103.0%) - Load Bre ©:05,00

€

arorle; WLAK

s
<, eedi,

e

r wpa2eennact.pcapng

Fle Edit View Go Capture Analze Statistics Telephony Tools Internals Help

CeoAmE BE B

Fiter: ©| Expression... Clear Apply Save

80211 Channel: | |Channel offset: | | Fcs Fiter: [All Frames None v | Wireless Settings... Deeryption Keys

Mo Time sigstrengeh T Rate Type/subtype Source Destination protocal Info
1 0.000000 21.0  Probe Request 20:88:b4 11b:alFO FFoFFaff: FF FF:FF 802,11 Probe Request, SN-1256, FN=0, Flags=
2 0.001224 -391.0  Frobe Response : ze3:c2:69 11b: 802.11 Probe Response, SN=1713, FN=0, Flags
3 0.034069 -2 6.0  Authentication 20:88:b4:1h:al:F0 802.11 Authentication, SN-4088, FN=0, Flags
40.034943 -381.0  authentication ciesiczios 802.11 Authentication, SN=1715, FN=0, Flags
5 0.035568 -216.0  Associamion Request 802.11 Association Reguest, SN=4030, FN=0,
60.049016 -381.0  Association Response 00:90:ccies: Gie 802.11 association Response, SN=1719, FN=0,
7 0.053850 -3848.0 Dpata 00:00:ccia3c2:69 8164 1bal +F0 Key (Message 1 of 4)
& 0.068558 -26.0 Data 20:58:bd :1b:al:T0 Key (Message 2 of 43
90.079485 -3848.0 Dpata Key (Message 3 of 43
10 0.080071 24 6.0 Dpata Key (Message 4 of 43
11 0.082114 4 6.0 Data Data, SN-4093, FN-0, Flags ..Tc
12 0.082311 -2654.0 Dpata 2015304 s1biatiro F:ff:FFoFFoFF 802,11 pata, Sw=4094, Fi ..TC

Frame 7: 183 bytes on wire (1464 bits), 183 bytes captured (1464 bits) on interface 0
Radiorap Header w0, Length 26
 IEEE 802.11 Data, Flags: ....R.F.C
Type/subtype: Data (0x0020)
Frame control Field: 0x080a
.000 0000 0010 1100 = buration: 44 microsaconds
rReceiver address: Intelcor_lb:al:fo (a0:88:bd:lbzal:fo)
Destination address: Intelcor_Lb:al:Fo (a0:88:b4:lb:al:fa)
Transmitter address: Planexco_e3ic2:6% (00:90:cciedic2:69)
source address: Planexco_ei:c Ccie3:c2:60)
B55 Id: PlanexCo_e3:c2:69 (00:90:cc: e3ic2: 690
.... 0000 = Fragment number: 0
0110 1011 1001 .... - Sequence number: 1721
Frame check seguence: 0x71403004 [correct]

Fla
£l

DSAP: SHAP (Dxaa)
S5AP: SNAP (Oxaa)
@ control field: U, func=ul (0x03)
organization Code: Encapsulated Ethernet (0x000000)
Type: B02.1x Authentication (0x883e)
[ 802.1X Authentication
wersion: 802.1%-2001 (1)
Type: key (3)
Length: 117
Key Descriptor Type: EAPOL RSN Key (2)
Key Information: 0x008a
Key Length: 16
Replay Counter: O
WPA Kay Nonce: S8e0d3calBboBS9chbaddoed af73ed60ebhsoflhaohatesal
Key Tv: 00000000000000000000000000000000
Key RSC: 0000000000000000
Key ID: 0000000000000000
Key MIC: 0000000000000G000000000000000000
Key Data Length: 22
Key Data: ddl4000fac044247358F180a2C008001051a18a0d3CE

0030 90 & L]
0040 Ba 00 .
0050 bd 85 .
0060 ba 9e .
0070 G0 00 .
0080 QO 00 .
0050 00 00 .

© #/ Logical-Link Contral €llc), 8 bytes Packets; 12 - Displayed; 12 (100.0%) - Load time: 0:00,000



#10 Visualization (1) Retry

« Easy way to check the CSMA/CA status.

 We can check the retry packet rate, as well as
the throughput of data frame.

* Filter packet within the specmed AP or Cllent

o Statistics>IO Graph « e —
Retry rate graph
Y/X axis -> packet/sec e Wt o
Throughput graph o o
YIX axis -> bi/sec = s mo e

QQQQQ



#10 Visualization (1) Retry

<

Graphl: specified BSSID and data frame
n
Graph2: th me with Graphl and
rapnZ. tne same wi rap an
“wlan.fc.retry==1”
Wireshark IO Graphs: troubleshooting2. pcapng - o IENd
— 2000
1000
" M, ) ey |( [ I i
[l atr el | Fawal WA | ;‘ 1Y i
[ Wl e ’ a VT I - i I A N\ i
T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T 0
1205 1405 160s 180s 200s 220s 240s 2605 280s 200s
>
Graphs ® Axis
Graph 1| Color |Filter: | wlan.bssid == 00:90:ccie3:¢2:79 and wlan fe.type == 2 Style: |Line w Smogth | | Tick interval: 1 sec h
: wlan.bssid == 00:90:cc:e3:c2:79 and wlan.fc.type == 2 and wilan.fc.retry== Style: Line v Smooth Pl per Be N
: [] Wiews as time of day
Graph 3 Filter: Style: |Line v Srooth -
Y AxS
Graph 4 | Color |Filter: Style: Line v Smocth || it Packets/Tick | v
Graph 5 Filter: Style: Line v | [#] Smooth || Scale: Auto W

Help Copy

Mo filter

« Demonstration.



#11 Visualization (2) Frame type

 What type of IEEE802.11 frames In RF Is
Important in analysis the compose of frame
tells us the status of RF

Status Management | Control Data

IDLE Many Few Few

BUSY Few Many Many

(GOOD) same as Data same as Control
BUSY Few Many Many

(BAD) less than Data more than Control
RTS/CTS Few Many Many

(protect mode) more than Data less than Control




#11 Visualization (2) Frame type

Management frame wlan.fc.type==
Control Frame wlan.fc.type==1

Data Frame ( includes NULL ) wlan.fc.type==2
Statistics> “ ——
IO Graph |
Y/X Axis ->

T T T T T T T T T T T T T T T T T T T T
0s 2008 220s 2408 260s 2805

Style: |Line v | ¥l smooth |||y, Packets/Tick v
Style: |Line v Smogth || Scale: Auto
Srnocth: | Mo filter v

I Graphs ¥ Axis
T h - .t' - Graph 1| Color | Filter: || wlan.fe.type == 0 Style: |Line v | [¥] Smocth || Tick interval:|1 sec v
IS I I I le IS Graph 2 | Color | Filker:  wilan.fotype == 1 Style: Line v Smooth Pixels per tick:
[[] wiew as time of day
‘Graph 3 Filter: | wlan.fotype == 2 Style: Line v Smooth v Axi
........................ i
il
I

BAD R F Graph 4 | Color | Filter
Gra i

many retr
( y y) e Demonstration



#12 Visualization (3) management

Management frame contains many good
iInformation for debugging and troubleshooting.
Some AP sends important information in
management frame.

IEEE802.11e has QBSS ( QoS Based Service

Set ) CCA ( Clear Channel Assignment )
Information that contains the number of the
connected station and utilization of the
channel.



#12 Visualization (3) management

IEEE802.11e Beacon frame contains QBSS Tag
QBS Load Element CCA has the number of the

Station and Channel
Utilization

Station Count
wlan_mgt.gbss.scount
Channel Utilization
wlan_mgt.gbss.cu

25

Radiotap Header v@, Length 26

IEEE 8©2.11 Beacon frame, Flags: ........ C

« TEEE 802.11 wireless LAN management frame

Fixed parameters (12 bytes)
s« Tagged parameters (244 bytes)
Tag: SSID parameter set: Broadcast
Tag: Supported Rates 12(B), 18, 24, 36, 48, 54
Tag: Traffic Indication Map (TIM): DTIM 1 of ©
Tag: Country Information: Country Code JP, Env
« Tag: QBSS Load Element 802.1le CCA Version
Tag Number: QBSS Load Element (11)
Tag length: 5
QBSS \Version: 2
Station Count: 9
Channel Utilization: 42 (16%)
Available Admission Capabilities: 23437 (749



#12 Visualization (3) management

Visualizing Station and Utilization

« Statistics>10 Graph and set Y Axis to advanced
filtering specified AP and use AVG(*) and
counting Station(Black) / Utilization (Red)

A Wireshark 10 Graphs: QBSS. pcapng - oIENd
— 100
o 1 - 50
— / 1111 | | -
11 1 1]
11l || |f
Il Il |
: AT | \_/I“ W IW | VV | | \plf \P’I v | A 0
0.0 2.0 4.0 6.0z 8.0z 10.0 12.0 14.0
Graphs o Axis
Graph 1| Color |Filter: | |wilan.sa==6c:99:89:00:b5: 2d Calc AVG*) v | wilan_mgt. qbss. scount Style: |Line v Smooth || Tick interval:|0.1 s
Graph 2| Color | Filter: | wlan,sa==6c:99:89:09:b5:2d Cale: AVG(*) v | wlan_magt. qbss.cu Style: |Lin v | [¥] Smooth Fhils per das > |¥
[] wiew as time of day
Graph 3 Filter: Cale:| SUM(*) v Style: |L v | [¥] Smooth

Graph 4 | Color | Filter: Calc: SUM(*) v @yle: D@Fﬁ@”@tra%léo n

Graph 5 Filter: Calc:| SUM{*) v Style: v | [¥] Smooth || Scale 26



#13 Visualization (4) signal

« Signal / Noise ratio is
useful, and good ratio is
20 ( signal is 10 times
louder than noise )
20x log 10/1 = 20dB

* AirPcap collect signal
iInfo and display filter is
radiotap.db _antsignal

dB | multiple
1 1.122018
2 1.258925
3 1.412538
4 1.584893
5 1.778279
6 1.995262
7 2.238721
8 2.511886
9 2.818383
10 3.162278
11 3.548134
12 3.981072
13 4.466836
14 5.011872
15 5.623413

16 [ 6.309573 31 35.48134
17 [ 7.079458 32| 39.81072
18 [ 7.943282 33| 44.66836
19 [ 8.912509 34| 50.11872
20 10 35| 56.23413
21] 11.22018 36 | 63.09573
22| 12.58925 37| 70.79458
23| 14.12538 38| 79.43282
24| 15.84893 39| 89.12509
25| 17.78279 40 100
26 | 19.95262 41 112.2018
27| 22.38721 42 | 125.8925
28 | 25.11886 43| 141.2538
29 | 28.18383 44| 158.4893
30] 3162278 45| 177.8279
46 | 199.5262
47| 223.8721
48 | 251.1886
49 | 281.8383
90| 316.2278




#13 Visualization (4) signal

Statistics > IO Graph and filter AP (Graphl)
and filter Client (Graph?2) and set Y axis to
advanced, then counting AVG(*) of
radiotap.db_antsignal

Wireshark 10 Graphs: troubleshooting3. peapng

]
n]
™1
HH
=1
=

Filter:
Filter:
Filter:
Filter:

Filter:

Copy

wilan.addr== a0:88:b4:1b:a1:f0 and wlan.fctype==

wlan.addr== 00:90:ccie3:c2:79 and wlan.fctype==2

v

v | radictap.db_antsignal

v

v

v

radiotap.db_antsignal

Style:
Style:
Style:
Style:
Style:

80s 100s

X Axis

Tick interval:|1 sec
Pixcels per tick: 5
[ ] Wiew as time of day
W AXiS

Unit: Advanced...
Scale: Auto
Smogth: . Mo filter

Demonstration-

w1
=

(4 K3

<



#14 using flow graph

Flow graph is good Obtusely trouble packet

If you need to draw Flow Graph under layer2
old version of Wireshark is good.

Use Wiresharkl.6 “ e e

or older e i
Statistics> Flow Graph



#15 Repetition of packets (10S)

Repetition of a series of the packet

n L}
A
Fle Edit Wiew Go Capture Anahze Sfatistics Telephony Tools Internals Help

troubleshootingl.

peap

CedEy BEXZ AeraTL(|BE Q@b @0mk| O

Filter: | eapol v | Expression... Clear Apply Save

- -
d e b l I I n tro u b I e E ; h O Otl n 802.11 Channel: || v |channel offset: [[+] FCS Filter: [All Frames Wireshark |v| Wircless Settings.. Dearyption Keys..,
] - : i

This packet contains

the repetition that
EAPOL(mes1/4)
EAPOL(mes2/4)
counts 6 times !

The troubles lies in here.

Frame 8: 179 bytes on wire (1432 bits), 179 bytes captured (1432 bits)

Destination Protocol Info
{Message
(Message 2 of
(Message 1 of
(Message 2 of
(Message 1 of
(Message 2 of
(Message 1 of
(Message 2
(Message 1
(Message 2
(Message 1
(Message 2 of
(Message 1
(Message 2
(Message 3
(Message 4

Radiotap Header v0, Length 20

IEEE 802.11 goS Data, Flags: ...... F.C
Type/Subtype: Qos Data (0x0028)

Frame Control Field: 0x8802
.000 0001 0011 1010 = Duration: 314 micreoseconds

Transmi
BSS Id:
source

= Fragmemn
0000 0000 0000 .... = Sequence number: 0
Frame check sequence: OxlecOfl190 [correct]
= 0os Control: 0x0000



#15 Repetition of packets (10S)

Mo

Wrong passphrase

causes network error

of EAPOL 4-way
handshake.
10S tried 6 times.

Tirme acal Info
8 0.091873 EAPOL Key
9 0.094846 EAPOL Key
10 1.100391 EAPOL Key
111.104945 EAPOL Key
12 2.110265 EAPOL Key
13 2.112851 EAPOL Key
14 3.120194 EAPOL Key
15 3.122767 EAPOL Key
16 4.130323 EAPOL Key
17 4.132906 EAPOL Key
18 5.140141 EAPOL Key
19 5.142726 EAPOL Key

(Message
(Message
(Message
(Message
(Message
(Message
(Message
(Message
(Message
(Message
(Message
(Message

...........kl

“ikeririnetwork”’M /XX 7 — K
HIELLBDOEEA,

T

1 of 4)

1 of 4)

1 of 4 T]YJU)IJOJP
1 of 4) GHJ KL
1 of 4)

2 of 4) lEﬁMK_J
1 of 4) -

2otne  Demenstration gy




#16 Wireless Router’'s MTU/MSS

* Some user says they cannot see specific
website. ( ex. Google OK Yahoo NG )

 When MTU 1454 (default ), we cannot see
But MTU 1414, and we CAN SEE

IP(20)
DF=1 MF=0
(14) Offset=

Ethernetll




#16 Wireless Router’'s MTU/MSS

 PPPOE(FTTH) is popular in Japan.

« NTT west's MTU is 1454
( Ethernet(1518)-EthernetHeader+FCS(14+4)-
IP(20)-UDP(20)-L2TP(16)-PPPheader(2) )

 NTT east optical fiber network’s MTU is 1438
( MSS 1398)

 MSS value is determined in TCP negotiation,
SYN/SYN-ACK packet in 3 way handshake

ooooooooooooooooooooooooooo
ttttttttttttttttttttttt

Sequence number: 0 (relative sequence number)
Header length: 32 bytes

% Checksum: 0x9240 [correct]

Length: 4



#16 Wireless Router’'s MTU/MSS

 MSS values are not the same In the debug.

FATL«

180.144 . 106, 167 124 . 83.171. 240 onehome-help > http [SYN] Seg=0 wWin=65535 Len=0 M535=1452 wS=1 SalK_

124.83.171.240  180.144.106.167 http > onehome-help [SYN, ACK] Seq=0 Ack=1 ud

+
.| ToP YN

o | MEe=1453 TCP SYMN/ACH with+

MiEE=1 460+

o
AOCCERE

- ~ ThE FIE AT 919 ' = = = &3 r 2] M £ ECC 3 =
30, 146.55.43 203, 216,243,211 winshadew=hd > http [S¥YN] Seq=0 win=£65%53% Lear

TCP 27T wathe
WEE=1415+

- TCP 8¥YN/ACK with«

[ [
ljf?gzl460?Jﬁ;#""“““~l

t ot ot ot

ER .‘.'jf'IL'E‘H:l-.' M55=1460 .




#17 WPS debugging

Push button connection of WPS between

wireless router and client fails in 40MHz mode,

but It works in 20MHz mode.

IEEE defines WPS but not in detall implements

o

Enroliése

4. Enmcdles starta Push Bumion baned
OARGUISSEN BN SEENT taF SHlbibe ——i)
Registrars in active PFBC mode

Beacon (WSC . SR=FALSE)

AP Registrar

3. Bason (WSC IE, SReTRUE, PBC)

2 SetSelectecdRegitrar (SReTRUE, FBC)

|

£

Monitor Time
1. Actvates Extemal

ALt nBCaon Fegusst
Atanticaton Response

Associaton Request (WHE IE)

Assocation Reapenie (WG 1

EAPOL-Star

EAP. Ry S0V SRS

EAP-RESponT

EAP-Resporse(i)

PP EventiMI)

EAP RagueatibH)

FutWLANR#sponseM4]

EAP-Reigors Ml

UPAP EventiME)

EAP-Requenihid)

FutivLANResponieihd|

EAP-Resperas(MT

UPsF EventMT)

EAP-Reguesa|ME, credentals)

PutiWLANResporsa(ME, credential)

EAP-ResponssDon |

UFnP EveraDone}

EAPF5

Oeauthenticaton

Figure 6 — PBC based setup — External Registrar trigger first

8. SetSelecwafegarar (SReFALSE]

Rugratar (PBC)

£

Fequest (Start)
Riesponse’ ldentity (Enncllog)
.}-“-.\.
| B |
N
EAP Falure
dlure o
EAP Falure / H\_.I Fesponse (ACK)
._\ g 1
— Pespewene (Dione)
EAP Fallksn —
/ ™ Rosporss: (MACK).
16 e
P
Pl p (HACK) Ry (W4, VB, NE)
T,
[
s

Ruoquest [HALK)

N

~
c |
l Phaspcrsin (1)
- -
D |
A
Reoquesst (M2, M2D)
“
E |
A,
Fnsporna (N, WS, MY
~y
F |
A



#17 WPS debugging

* AP sends Request Expand Type,
but Client never response and stacked after
ten times tries, so need to fix the one.

£ 20-openpcapne [Wireshark 1.10.0 (SVN Rev 49790 from ftrunk—1.10}]

~ 1IolH pcapne  [Wireshark 1.10.0 (5YN Rey 49790 from ftrunk—1.10

Eile Edit Miew Go Capture Analyze Statistics Telephony Took Intemals Help File Edit Miew Go OCapture fnalyze Statistics Telephony Tools  Internals  Help
co4msBEXE 1¢+9TL (65 QB EDNE @ coamc|EEXE Acr 0T LBE QAN | EYM
Filtsr.leapu\ or eap | Expression.. Clear figply Save i i
Flltar:leapnlnr Bap j Expression.. Clear FApply  Save
ED?HChanne\:EChanne\OifaetEFCS F\\terIAH Frames jINnne jw.,ghagg Gettings,  DsEion e b Time T Dmatination Protooal |Length [infa
Yoo [Time — T bl TLoretn [ 33L U, BF 73 ReqUes L, LOeMClIly
e 337 0. 000 73 Request. Identity
221, bE 5tart ) 954 29.21 EAPOL 68 Start
240 73 Request, Identity 962 0.015 73 Request, Tdentity
260 102 Respanse, Identity 964 0.057 102 Response, Identity
280 102 Response, Identity
300 B2 Request, Expanded Type, WPS 966 0.002 82 Request, Expanded Type, WPs
400 493 Response, Expanded Type, WPs, ML 967 0.000 82 Request, Expanded Type, WPS
56 1 519 Request, Expanded Type, WPS, M2 025 4,946 82 Reguest, Expanded Type, WPS
69 0 206 Response, Expanded Type, WPS, M3 026 0.000 82 Request, Expanded Type, WPS
Lo 274 Request, Expanded Type, WPS, M4 027 0.000 82 Request, Expanded Type, WPS
720 274 Request, Expanded Type, WPS, M4 028 0.000 B2 Request, Expanded Type, WPS
760 202 Respanse, Expanded Type, WPS, M5 079 5.017 22 Request, Expanded Type, WPS
820 202 Request, Expanded Twpe, WPS, M6
230 202 Request, Expanded Type, WPS. N6 08O 0,000 82 Request, Expanded Type, WPS
84 0 207 Request, Expanded Type, WPS, MG 081 0.000 82 Request, Expanded Type, WPS
26 0 202 Respanse, Expanded Type, WPS, N7 082 0.000 B2 Regquest, Expanded Type, WPS
880 234 Request, Expanded Type, WPS, M3 271 10,28 EAFPOL 68 Start
91 0 142 Response, Expanded Type, WPS, WSC_DONE 273 0,002 73 Request, Identity
93 0 72 Failure
167 0 73 Reguest, Identity
233 4 163 Key (Message 1 of 4)
2350 185 Key (Message 2 of 4)
237 0 219 Key (Message 3 of 4)
2380 219 Key (Message 3 of 4)
2400 163 Key (Message 4 of 4)



#18 wireless router’s DHCP issue

* The wireless router provides same |IP address
to another PC and smartphone in same SSID.

fireless LAN adapter D4y L2 % b O —SiEE:

EEEEO NS Y7052 .. .
Urzno-hi I 7RLZR ‘
: Lﬁi T . . . . . .. :192.168.2.101
| F7x> b L .. : 255.255.255.0
| 7730F T—FOxA

H—9%> b 787%— 0-h)L TU7ik:

| BEEE0 Y752 . . .
Do20-D IP8 7FLX. . .

i




#18 wireless router’s DHCP issue

« The wireless router sends DHCP-ACK
EeLvron0 Iz bye ~ with 31536000 seconds

Logical-Link Control
Internet Protocol version 4, Src: 192.168.2.1 (192.1 !
uUser Datagram Protocol, Src Port: bootps (67), Dst P (3650 dayS ) Of Iease t“ I Ie
Bootstrap Protocol
Message type: Boot Reply (2)

Hardware type: Ethernet
Hardware address length: 6

B o iineiliiE « Both Windows and

Seconds elapsed: 0

# Bootp flags: 0x0000 (unicast)

Client 1p address: 0.0.0.0 (0.0.0.0) m rtp ne accepte
vYour (client) IP address: 192.168.2.101 (192.168.2 S a O 1
Next server IP address: 0.0.0.0 (0.0.0.0)

sclﬂzztagigtazzr:ggr;ess: 0.0.0.0 (0.0.0.0) but Smartphone
Client hardware ader_ : v .
o Rl R g changes lease time
Magic cookie: DHCP

# option: (53) DHCP Message Type

5 option: (54) DHCP Server Identifier Value |nt0 90 dayS

5 option: (51) IP Address Lease Time

‘ IP Address Lease Tme: S s (SeIﬁSth)

# option: (3) Router

il option: (6) Domain Name Server =
»opcion: @3 » So IP duplicated.

Padding



#19 DFS debugging

* There are tons of RF signals in Tokyo central.
2.4GHz bands are worthless, so companies
tends to use 5GHz (W53, W54, W56 channel)

« W58 bandwidth is prohibited in Japanese law

W52 = - (W56

";' 'n'f | ] V V V l | Ilt'r |I|“ ‘||| 1'." '|l|“ |I|' ‘|i| ’|'|' |||' ”|I| 1||

I I 1 ! 1 1 I 1 | 1 | | | | | | I I | |
o180 5200 520 5240 5260 5280 5300 5320 6500 5520 5540 5560 5580 5600 5620 5640 5660 5680 5T00 (MHz)
36ch 40ch 44ch 48ch 52ch bG6ch 60ch G2ch 100ch 104ch 108ch 112ch 116¢h 120ch 124ch 128ch 132ch 136ch 140ch

* In case of indoor office, DFS comes and stack
the communication 30 minutes, no fallback.

* Failed in automatically channel changing, so
the customer have to re-connect manually.




#19 DFS Debugging

» Using “tshark —i interface —b filesize: XXX —-w
filename.pcapng” and capture for long time.

* We uses 8 PCs with 8 AirPcapNX
with 8 different CHs
W53 (52/56/60/64)
and W56 ( 100/ 104/

108 /112 ) channel.

« Capture and wait like
fishing, lurk in silence,
until DFS comes
(3 days...)




#19 DFS debugging

« If you have SteeICentraI Packet Analyzer
you are lucky ! = :

« If trace file
size I1s 10GB,
It IS easy to
create | _ WA
many graph, caa - B :
charts under -~ 77 (=
1 minutes =




#19 DFS debugging

* In deep and complex debugging,
we have to collect a lot of data,
and have to combine a lot of data in text.

* File>Export Packet Dissections>as “Plain Text”

A
FTF S 2IRPAD

pry
B ERTLISA

| ]

FAOT
> ?‘:?:'J
1Ay

PC

t.'-hi

Fub0—4

Wireshark: Export File

W FA8be?

6 OneDrive

L RC
-

e )
ﬁ_._/ Foho—h

QBSS

M debug.td:
I N
e IDFERR(T

wlanconnect

Plain text (¥ tzt)

Packet Range

(®) Al packets
() Selected packet
Marked packets
First to last marked
") Ranse
Femowe lgnored packets

W @?':m'

|3 nTE
T3
pics

troubleshooting

v

()Captured (@) Displayed
3
1

1FTHE)
el

AJLFH
Packet Format
Packet summary line
[]Include column hes
Packet de talls:
All e xpanded “

[W] Packet Bites
[[]Each packet on & new g

wlanconnect .pcapng [Wireshark 1.99.7 (v1.99.7-0-g03c02f3 from mastar)]

Qpen... Ctrl+0
Cpen Recent L4
Merge...

Impoert from Hext Durmnp...

Close Ctrl+wW
Save ctrl+s |
Save As... Shift+Ctrl+S |
File Set L4
Export Specified Packets...

Export Packet Dissections 4
Export Selected Packet Bytes... Ctrl+H

Export PDUs to File...
Export S5L Session Keys...

Export Objects 4
= Print... Ctr+P
@ Quit Ctri+Q

= ETXEd parameters 1 DYTes)

Eile | Edit ¥iew Go Capture Analyze Statistics Telephong Tools Internals Help
Qe af| @B %

v | Expression... Clear Apply Save

T X |[EE

ol Length Info

i3]

J11 97 Beacon fTrame, SN=3952, FN=0, Flags=

11 97 Probe Reguest, SN=2156, FnN=0, Flags
11 91 Probe Response, SN=3960, FN=0, Flag
J11 54 authentication, SWN=2248, FN=0, Flac

L1 54 authentication, SHN=254, FN=0, Flags
L1 90 pssociation Request, SN=2249, FN=0,

as "Plain Text" file...
as "PostScript” file...

as "CSV" (Cormma Separated Values packet summary) file...

as "C Arrays" (packet bytes) file...

as XML - "PSML" {packet summary] file...
as XML - "PDML" {packet details) file...
ment frame

Timestamp: 0x00000004387F01c2
Beacon Interval: 0.102400 [Seconds]

A mmma kA TS as T F S s s O

Patatanl

2,
de



#19 DFS debugging

« Text based debug Is the last resort.

« check a pair of the text translated trace file.
Use the WinMerge
EE; POOE) RE(E) EBRQ) T-SM) YT Tﬁ{*uWi;Meﬁrz?S [a'bjc“t(__)bIMJ - o=

] g ¥
ESE - BB Iy LEEETHLSDIER. | atxt - bixt

= Cr¥Users¥mequmi¥Desktop¥a. b
- 1}

A d e

Location Pane Ci¥Users¥mequmi¥Desktop¥b, bt

Source Destination Protocol [Mo.

source Destination Protocol »

Time

1 0.000000 O0:d0:47:bd:eh:3b ff:ff:

Frame 1: 97 bwtes on wire (776 bits), 97 bytes capt
Interface id: 0 (¥¥.¥airpcapll)
Encarsulat ion tvee: [EEE 802.11 plus radiotap r
brrival Time: Auz 9, 2013 14:31:19.926392000 =
[Time shift for this packet: 0.000000000 seconc
Epoch Time: 1376026279.926392000 seconds

[Time delta from previous captured frame: 0.000

[Time delta from previous diselaved frame: 0.00

[Time since reference or first frame: 0.0000000

Frame Mumber: 1

Frame Length: 97 bvtes (776 bits)

Capture Length: 37 bytes (778 bits)

[Frame is marked: False]

[Frame is izrored: False]

[Protocols in frame: radictap:wlan]

Radiotap Header «0, Length 20

Header revision:

Header pad: 0

Frame 1:

Time
1 0.000000 28:18:78:4b: Th:eh ff:ff:

103 byvtes on wire (824 bits), 103 bytes ca
Irterface id: 0 (¥¥ . ¥airpcapl0)

Ercapsulation twvee: [EEE 802.11 plus radictap r
brrival Time: Oct 11, 2013 15:171:26, 477570000
[Time shift for this packet: 0.000000000 seconc
Epoch Time: 1381471856, 477870000 seconds

Time delta from previous captured frame: 0.000
Time delta from previous diselaved frame: 0,00
[Time since reference or first frame: 0.0000000
Frame Mumber: 1

Frame Length: 103 bvtes (824 bits)

Capture Lenzth: 103 bwtes (824 bits)

[Frame is marked: Falsel

[Frame is ignored: False]

[Protocols in frame: radiotap:wlan]

Radictap Header w0, Length 26

eader revision:

Header pad: 0



#19 DFS debugging

We found strange management packet at
result.

Sometimes vender may not admit,

After many months, the fixed patch was
released.

And the wrong detection bug causes the
trouble of the stack and non-recovery problem.



#20 Use Wireshark !

« Wireshark help us finding many bugs and
troubles in debugging and troubleshooting

e Use Wireshark !

- - ] Expression...

A The Wireshark Network Analyzer D P—34—4 F FI—A7 45t
i ® % | ] = ==l
[FETo 5 EERLES - Ol
Interface |airpcapll « Channel | 6. 2437 w* |20 MHz - FS Filter | All Frames - AirPeap Contral Panel

Welcame to Wireshark.
r |

Hz63P
H264
HART_IP
HAZELCAST
HCI_ACL
HCI_CMD
HCI_EWT
HCI_MOM
HCI_USE
HCrt
HDCPZ
HDFS
HDFSDATA
HISLIP
. HNBAP
HP_ERM
A HPFEEDS
o- HTTP

- HTTD?

NDDOOODNNNOD

~

Wireshark - Preferences

IEEE 802.11 wireless LAN
Reazsemble fragmented 802.11 datagrams
[[] Iznore vendor-specific HT elements
Gall subdizzectar for retranemitted 802.11 frames
[] Assume packets have FGS
Walidate the FCS checksum if pozzible
Ienore the Protection bit

(@ Mo
Yes - without TV

() Yes - with v/
["] Enable decryption

Key examples: 0 1:020304:05 (40/64-hit WEF),
010203040506070300101111213 {104/123-bit WEF),

My Pazeword[My AF] (WPA + plaintext pazsword [+ SSID]),

0102030405, 6061626364 (WP & + 256-bit key). Invalid keys will be ignored.

Decryption Kevs

#02.11 Preferences

» IEl



Thank you !
EFILHBYNESITINET !
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